
PF SENSE SETUP

Start by downloading our CA certi�cate �le from https://www.privateinternetaccess.com/openvpn
/ca.rsa.2048.crt. We’ll be using this later. You can also �nd the hostnames of our gateways on our
Network page here: https://www.privateinternetaccess.com/pages/network/.

CA Installation:

1 System -> Cert Manager -> CA

2 Descriptive Name: Your choice, or use PIAVPN

3 Method: Import an existing Certi�cate Authority

4 Certi�cate Data: Paste all content from the ca.rsa.2048.crt �le, opened in notepad,

downloaded from: https://www.privateinternetaccess.com/openvpn/ca.rsa.2048.crt

5 Save, Private Key, and Serial should both be blank.

Certi�cate Setup:

1 System -> Cert Manager -> CA -> Add

2 Descriptive Name: Your choice, or use Internal CA
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3 Method: Create an internal CA

4 Key Length: 2048 bits

5 State/City/Org/E-mail: All set to your choice, can be invalid data.

6 Common Name: internal-ca

7 System -> Cert Manager -> Certi�cates -> Add

8 Create Internal Certi�cate

9 Descriptive Name: Your choice, I use PIA Client

10 Method: Create an internal Certi�cate

11 Key Length: 2048 bits

12 Certi�cate Type: User Certi�cate

13 State/City/Org/E-mail: All set to your choice, can be invalid data.

14 Common Name: PIA-Client

15 Click Save
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OpenVPN Setup:

1 Diagnostics -> Command Prompt

2 Execute the following: echo "username" > /etc/openvpn-passwd.txt; echo "password" >>

/etc/openvpn-passwd.txt

3 Above should have username/password replaced with your provided PIA

username/password.

4 Click the Save button

5 Create OpenVPN Client
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6 Select menu: VPN->OpenVPN

7 Select Client tab

8 Click Plus symbol to add client

9 Con�gure as follows:

10 Disabled = unchecked

11 Server Mode = Peer To Peer (SSL/TLS)

12 Protocol = UDP

13 Device Mode = tun

14 Interface = WAN

15 Local Port  = (leave blank)

16 Server host or address = us-texas.privateinternetaccess.com (or any server you choose that

we offer)

17 Server Port = 1198

18 Proxy host or address = (leave blank)

19 Proxy port = (leave blank)

20 Proxy authentication extra options = none

21 Server host name resolution = checked, In�nitely resolve server

22 Description = PIA OpenVPN (or whatever you desire)

23 TLS Authentication = unchecked, Enable authentication of TLS packets

24 Peer Certi�cate Authority = PIAVPN

25 Client Certi�cate = webCon�gurator default *In use

26 Encryption cipher = AES-128-CBC
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27 Hardware Crypto = No Hardware Crypto Acceleration

28 IPv4 Tunnel Network = (leave blank)

29 IPv6 Tunnel Network = (leave blank)

30 IPv4 Remote Network/s = (leave blank)

31 IPv6 Remote Network/s = (leave blank)

32 Limit outgoing bandwidth = (leave blank)

33 Compression = checked, Compress tunnel packets using the LZO algorithm

34 Type-of-Service = unchecked

35 Advanced = (enter the following into the text �eld, one item per line with a semi-colon

separating each):
auth-user-pass /etc/openvpn-passwd.txt;
verb 5;
remote-cert-tls server

36 Click the Save button

PF Sense https://www.privateinternetaccess.com/pages/client-support/pfsense

5 / 12 12.10.2016 18:17



37 Create OpenVPN interface

38 Select menu: Interfaces->(assign)

39 Click the Plus button to add new interface. The new interface will be named OPT1 with a

network port of ovpnc1().

40 Click on OPT1 to edit the interface

41 Con�gure as follows:

42 Enabled = checked
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43 Description = PIAVPN

44 IPv4 Con�guration Type = none

45 IPv6 Con�guration Type = none

46 MAC address = (leave blank)

47 MTU = (leave blank)

48 MSS = (leave blank)

49 Block private networks = unchecked

50 Block bogon networks = unchecked

51 Click the Save button

Nat Settings
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1 On new page, click Apply Changes

2 Con�gure NAT Rules

3 Select menu: Firewall->NAT

4 Select Outbound tab

5 Check the radio button:  Manual Outbound NAT rule generation (AON - Advanced Outbound

NAT)

6 Click the Save button

At this point, automatic rules that were in use in  Automatic outbound NAT will be
generated. It will look like the following, with the exception that the Source IP subnet will
match your LAN IP subnet.

7 The next step is to duplicate each of these rules, but change the NAT Address from WAN to

PIAVPN. Start with the �rst rule by clicking the Plus sign immediately to the right of the line
"to add a new NAT based on this one." A new page will open. Con�gure as follows:

8 Do not NAT = unchecked

9 Interface = PIAVPN

10 Protocol = (do not change)

11 Source = (do not change)

12 Destination = (do not change)
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13 Translation = (do not change)

14 No XMLRPC Sync = (no dot change)

15 Description = Auto created rule for ISAKMP - LAN to PIAVPN

16 Click the Save button

Repeat this process for the other two rules. When completed, it should resemble the
following:
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17 Finally, click the Apply Changes button

Verify OpenVPN Service

1 At this point, your system is con�gured. The only thing you may need to do is restart your

OpenVPN Service.

2 Select menu: Status->OpenVPN

3 Status should be UP (but it may be DOWN)

4 Our recommendation is to click on the Restart OpenVPN Service button no matter what the

status is. It's the middle button to the right of the service.

Verify OpenVPN Logs:

1 Select menu: Status->System Logs

2 Click on OpenVPN tab

3 Look for con�rmation in your logs:

4 openvpn[65701]: Initialization Sequence Completed
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EASY Setup Guides for Alternate Con�gurations
(Advanced):

 PPTP/L2TP/SOCKS Security
The PPTP/L2TP/SOCKS5 protocols are provided for devices lacking compatibility with the Private Internet Access application or
OpenVPN protocol. PPTP/L2TP/SOCKS5 should be used for masking one's IP address, censorship circumvention, and geolocation.

If you need encryption, please use the Private Internet Application or OpenVPN protocol with our service.

Windows OpenVPN Setup

Mac OS X OpenVPN Setup

Mac OS X Viscosity Setup

Ubuntu 12.04 OpenVPN Setup

Robolinux 7.5.3 OpenVPN Setup

iOS (iPad/iPhone/iTouch) OpenVPN Setup

Android 4.0+ OpenVPN Setup

DD-WRT OpenVPN Setup

DD-WRT OpenVPN (Older Builds)

Tomato OpenVPN Setup

PfSense OpenVPN Setup

OpenVPN Con�guration Files (Recommended Default)

OpenVPN Con�guration Files (Strong)

Advanced OpenVPN SSL Usage Guides�

L2TP/IPSec Usage Guides�

Advanced OpenVPN SSL Restrictive Con�gurations�

PPTP VPN Instant Setup Guides�

SOCKS5 Proxy Usage Guides�

Port Forwarding�

IPv6 Leak Protection�

DNS Leak Protection�

Internet Kill Switch�

Advanced Router Setup�

Regional Gateways�

�

�

�

�
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NAVIGATION

VPN Service

What's my IP?

VPN Encryption

VPN Reviews

About Us

Client Support

Downloads

VPN Forum

VPN Blog

VPN Af�liates

Companies We Support

Work For Us

PIA Site Map

PIA In The Media

PIA Android App

PIA iOS App

LEGAL

Terms Of Service

Privacy Policy

DMCA Policy

Export Control Policy

WHY

Hide My IP

Browse Anonymously

Public Wi� Security

Identity Protection

Internet Security

Internet of Things Security

Prevent Data Theft

Hide My Location

FaceNiff and Firesheep

Tor vs VPN vs Proxy

Free vs Paid

UN Recommends Encryption

ABOUT

Private Internet Access is the leading VPN Service provider specializing in secure, encrypted VPN tunnels which create

several layers of privacy and security providing you safety on the internet. Our VPN Service is backed by multiple

gateways worldwide with VPN Tunnel access in 24+ countries, 36+ regions.

Map data provided by Google.
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